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 Objectives: 

 ●  To  study  thoroughly  about  privacy  threats  and  different  security  and  existing 

 solutions that can provide security to social network users. 

 ●  To  discuss  OSN  attacks  on  various  OSN  web  applications  by  citing  some  statistical 

 reports. 



 Webinar Abstract and Report 

 Due  to  the  popularity  and  user  friendliness  of  the  Internet,  numbers  of  users  of  online  social 

 networks  (OSNs)  and  social  media  have  grown  significantly.  However,  globally  utilized, 

 social  networks  are  the  consequence  of  the  lack  of  understanding  of  secrecy  and  protection 

 on  OSN  and  media  has  increased.  Secrecy  and  surety  of  OSNs  need  to  be  inquired  from 

 various  perspectives.  According  to  recent  studies,  OSN  users  expose  their  private 

 information  such  as  email  address,  phone  number,  etc.  In  this  webinar,  I  will  discuss  a 

 high-level  classification  of  recent  OSN  attacks  for  recognizing  the  problem  and  analyzing 

 the  blow  of  such  attacks  on  World  Wide  Web.  Furthermore,  I  will  provide  the  different 

 insights  related  to  Kali  Linux  for  various  information  security  tasks,  such  as  Penetration 

 Testing, Security Research, Computer Forensics and Reverse Engineering. 

 Outcomes: 

 Participants  came  to  understood  that,  OSN  have  become  vital  part  of  the  vast  internet 

 penetrated  world.  The  instance  shift  has  enabled  social  networks  to  enlarge  with  users  on 

 daily  basis.  The  increased  rate  of  social  media  usage  has  solicited  the  need  to  make  its  users 

 aware  of  the  pitfalls,  threats,  attacks  and  privacy  issues  in  them.  So,  by  analyzing  all  the 

 threats  and  various  attacks  on  OSN,  possible  solutions  have  been  discussed  through  the 

 webinar. 
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